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1. Purpose & Methodology

This benchmark report aggregates anonymized findings from N = 18 LADMF ACAB assessments performed by Lazarus Alliance

between January 2025 and June 2026, The population includes first-ime certifications and three-year Systems Safeguards Altestation
renewals for organizations requiring legal access to the Social Security Administration Limited Access Death Master File through NTIS

Scope of Data: Completed ACAB assessments only (readiness-only g nents excluded). Assessments evaluale systems,

facilities, and procedures for safeguarding LADMF information under NTIS Publication

including secure storage, restricted access,
disposal, and information security. Where organizations held current SOC 2, ISO 27001, FedRAMP, or StateRAMP attestations,

applicable testing was pulled forward in accordance with Publication 100. Percentages use N = 18 unless otherwise noled. 95%

confidence intervals for proportions use the Wilson score interval and are reported as descriptive uncertainty given the small sample.
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2. Executive Summary - Key Benchmarks

Metric Observed Value 95% CI Notes
Sample size N=18 — Completed ACAB assessments
Median formal assessment duration 16 business days — Kickoff to draft findings ¢ attestation readiness
Typical end-to-end (kickofl — FM100A submission) 6-10 weeks — Cansistent with structured ACAB process
Assessments with 21 finding B7% (12 of 18) 44-84%  Median 2 iterns when preseni
Required additional evidence 83% (15 0f 18) 61-84% Al least one clarification cycle
First-time share 39% (7 of 18} 20-61%  3-year attestation cycle
Renewal share 61% (11 of 18) 39-60%
Publed-forward testing from other certifications 44% (8 of 18) 25-68% S0C 2,150 27001, FedRAMP, andior StateRAMP
Average evidence volume ~880 arfifacts - Range approximately 280 - 2,400
Findings Presence (N = 18) First-Time vs Renewal

W 21 Finding (12) [ No Finding (8) B Ronewad (1) 0 First-time (7]

3. Average Scope Size

LADMF scope is typically r than ise SOC 2 or FedRAMP boundaries because it is defined by where DMF data is
d, stored, p d, used, and disposed:

+ Average in-scope systems / applications handling LADMF: ~8
» Average users with authorized DMF access; ~22
» Smallest cbserved scope: single application / tightly controlled download environment

» Largest observed scopes: multi-product fraud-prevention platforms with multiple DMF consumption paths

Organizations that mapped every DMF ingest, storage, query, and disposal path before kickoff required fewer clarification cycles and
produced cleaner attestations.

4. Median Assessment Duration

» Median formal td ion: 16 i days (kickoff to draft findings / attestation-ready )
+ 251h percentile; ~11 business days (renewals with pulled-forward testing and complete evidence)
= 75th percentile: ~22 business days

» Typical end-to-end from engagement kickoff through FM100A submission: 6=10 weeks

Longer er typically invol first-time certifications, unclear DMF data fiows, or incomplete disposal and access-restriction
evidence. NTIS processing after ACAB submission is outside this metric.

5. Commeon Findings (with frequencies)

The following NTIS Publication 100 / safeguards areas most frequently generated residual findings (an assessment may appear in
more than one category):

Rank | Area % CI | Primary Issue

1 Restricted access / need-to-know 8 44% 25 DMF access not limited lo authorized users; weak
6% joinerfleaver evidence
2 Secure storage [ encryplion T 39% 20— Storage controls incomplete or not evidenced for all DMF
61% coples
3 Disposal of LADMF information -] 33% 16— Sanilization / destruction of DMF extracts not fully documented
56%
4 Audit logging of DMF access 5 28% 12- Access to DMF not logged or logs not reviewed
51%
5 S-year record-keeping 5 28% 12— Request, storage, and use records incomplete or below 5-year

51% retention

] Personnel authorization { fraining 4 22% 9-45%  Authorized-user lists stale; awareness of DMF-use restrictions
weak
T Unauthonzed disclosure / incident 3 17% 8-39%  DMF-specific incident and notification procedures missing or
proceduras generic

Most common LADMF finding: Restricted access / need-to-know — present in 44% (8 of 18) of assessments.



6. Evidence Deficiencies

+ Incomplete inventory of all locations where DMF files or extracts reside
» Access lists that do not match actual system entitliements

= Disposal procedures described but not evidenced (no destruction logs)
« Encryption claims without configuration evidence for DMF storage paths
» Record-keeping that does not cover the required 5-year period

« Generic information-securily policies not tailored to DMF handling

= Screenshots without dates, system identifiers, or DMF-path context

7. Finding / Remediation Frequency

» 67% (12 of 18) of assessments resulted in at least one residual finding

« Meadian items when present: 2

» Most findings were remediable before FM100A submission; Lazarus Alli bmits the ion after sati wy pletion of
associated remediation

Findings are common and usually closable. Organizations that treated DMF data-fl pping and access restriction as first-cl
work closed items faster than those that relied on generic enterprise policies,

B. First-Time vs Renewal

Metric First-Time (N =T7) 95% CI Renewal (N = 11)

Share of dataset 39% (7 of 18) 20-61% 61% (11 .of 18) 39-80%
Median formal fieldwork 19 business days — 14 business days —

21 finding 86% (6 of 7) 49-97% 55% (6 of 11) 28-78%
Median findings (when present) 4 = 2 e
Average artifacts ~1,050 = ~B00 =
Additional evidence required 86% (6 of 7) 45-87% 82% (9 of 1) 52-85%

Key finding: First-time LADMF assessments were 56% more likely lo conlain at least one finding than renewals (86% vs 55%).
Renewals benefited from prior DMF inventories, established access lists, and known disposal processes. The Systems Safeguards
Attestation is on a three-year cycle; annual NTIS subscriber cariification remains separate,

9. Inheritance / Pulled-Forward Testing

44% (B of 18) of assessments used pulled-forward testing from current SOC 2, IS0 27001, FedRAMP, and/or StateRAMP work,
consistent with NTIS Publication 100. Inherit reduced evid volume and fieldwork duration when:

» The prior certification’s boundary covered the DMF handling environment
+ Access control, logging, encryption, and disposal controls were already tested
= Evidence was still current and attributable to the DMF paths

Inheritance does not replace DMF-specific requirements (need-to-know access lists, 5-year record-keeping, disposal of DMF extracts,
NTIS-related procedures).

10. Average Evidence Volume

« Average discrete artifacts: ~890 (range ~280-2 400}
» 83% (15 of 18) required at least one additional evidence cycle

+ Most frequent additional requests: DMF data-flow inventory, access entitltement samples, disposal logs, encryption configuration for
DMF stores

11. Most Misunderstood Requirements

= Scope of “all DMF copies” — extracts, reports, and derived files are still LADMF information

+ Need-to-know vs. general employee access — enterprise S50 is not sufficient without DMF-specific authorization
= Disposal — delsting a file without sanitization evidence does not satisfy Publication 100

« 5-year record-keeping — applies to request, storage, and use records, not only the DMF file itself

« Annual vs. three-year obligations — subscriber cerification is annual; ACAB Systems Safeguards Attestation is every three years

« Inheritance coverage — a S0C 2 report does not autc il cover DMF-specific access and disp

« Unscheduled audit di — Centlified Persons must be prepared for NTIS- or ACAB-initiated audits

12. Key Insights

» 1. Map every DMF path before kickoff, Incomplete inventories drive findings and delay.

» 2. Restrict access to named authorized users and evidence joiner/leaver for those accounts.
+ 3. Treat disposal as a control with records, not a one-line policy.

» 4, Use inheritance where it is real — then close DMF-specific gaps explicitly.

+ 5. Expect findings on first certification. 87% of first-time assessments had at least one item.

« 6. Keep the 5-year record-keeping clock ing ¢ three-year altestations,
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