_azarus Alliance, Inc.
Proactive Cyper Securitye Services

For more than 20 Years, we've remained the most trusted name in proactive cybersecurity, audit & compliance, risk assessment & management, policy &
governance and security testing services. Globally, in any jurisdiction and in all industries. We provide compliance, risk, policy, security testing, and CISO

Cybervisor® services to the world’s organizations.

Lazarus Alliance is a proud Service Veteran-Owned Small Business (VOSB) | CAGE Code: 4PHZ4 | NAICS Codes: 541211 & 541690 | GSA Multiple Award
Schedule (MAS) MAS contract 47QRAA22D009A




Working with Lazarus Alliance

Many MSPs, MSSPs and similar service
provider out there offer client readiness
services, hosting and a myriad of professional
services to their customers. Lazarus Alliance
makes the perfect partner to complete the
client’s mission in achieving certifications,
authorizations, accreditations and
attestations we provide. Everyone loves a

Turn-Key solution!

We are very flexible with how we work with clients and partners alike. The most common are as a ...

e Sub-Contract Partner Provider

We have very specialized skills and a
formidable service offering rivalled by few. In
many cases, a service provider has clients
with specialized needs that cannot be fulfilled
in-house. Turn to us to help complete the
mission! We will represent your brand well
and attend to your clients as if they were our

own!

) LazarusAlliance.com | 1-888-896-7580 | client-support@Iazarusalliance.com

e Prime Partner Provider

We are accustomed to providing front line
services covering the extensive service
offerings in our portfolio. We are always up
for the challenge answering the RFI, RFP, or
other specialized service requirement your
agency, organization or company anywhere
in the world has. Our Veteran-Owned Small
Business (VOSB) and GSA Multiple Award
Schedule (MAS) MAS contract
47QRAA22D009A is an added bonus.



Leveraging our formidable service capabilities

You have clients that require certifications, attestations, authorizations and accreditations but you lack these capabilities. Partner with us to deliver them!

Achieving our formidable level of
accreditations, authorizations and
certifications has taken years of diligence
to accomplish.

We are dillgent, persistent and patient!

Human Capital

Each service accreditation, authorization or
certification requires employees to acquire
and annually maintain their own
certifications, accreditations and training to
support our services.

Our team members are well credentialed!
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Financial Investment

Each service accreditation, authorization or
certification requires an initial investment
to achieve. These fees can range up to tens
of thousands of dollars just to get
established.

It is a significant barrier to competitors
and a serious investment by us.

Maintenance

Each service accreditation, authorization or
certification requires annual maintenance testing,
education, fees and ongoing reporting diligence
to maintain these valuable accomplishments.

We preserve and protect our formidable
capabilities.




Our core values are simple

By choosing a proactive cyber security service partner that integrates this approach into operational and strategic direction, you will work with experts
who adhere to these same principles.

We are professionals with very Integrity is everything in our business Our service pledge to you is that we will
specialized expertise. You depend and we deliver that to you. Our be as attentive to your business needs
on our incorruptible subject matter mission is to provide the best results as if it is our company. Securing your
experts to position your making a real difference! The first business is our business! Contact us to
organizations for success. We time and every time! Contact us to learn more about Lazarus Alliance and
deliver! Contact us to learn more learn more about Lazarus Alliance this value.

about Lazarus Alliance and this and this value.

value.
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Lazarus Alliance core proactive competencies

We are certified, accredited, and authorized; Lazarus Alliance is Proactive Cyber Security ®.

Audit & Compliance: achieve certifications, attestations, and authorizations in global
standards such as StateRAMP, SOC, ISO 27001, PCI DSS, FedRAMP, HIPAA, CJIS, EUCS,
C5, NERC CIP, 800-53, and more.

Risk Assessment & Risk Management: providing guidance and advisory services related
to the RMF, NIST 800-53, NIST 800-30, NIST 800-37, ISO 27005, ISO 31010, and more.

Policies & Governance Development: advisory services help ensure that the
organization establishes and maintains compliance with federal regulatory and statutory

requirements, industry standards.

Cybervisor Services: the best and brightest subject-matter experts in Cyberspace Law,
Cybersecurity, Risk Assessments & Management, Audit & Compliance, and Governance &
Policies, and more.

Penetration Testing Services: it is more important than ever to remain vigilant and to
ensure vulnerability management and penetration testing resources are included in your

overall risk management plans and execution.
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The team you can rely on

Lazarus Alliance supports you with a team of no less than 5 professional subject-matter experts.

Executive Cybervisor®: your first point of contact is the person who leads the team.
This highly experienced and well-credentialed expert is your primary resource for

success.

Support Cybervisor®: we always provide continuity and quality support to every client.

This team member is also a regular point of contact for you to rely on.

Program Manager: to assist the team by keeping everything running smoothly, our client
success team is working with your team each week to ensure a smooth delivery and

exceptional support.

Quality Manager: our mission is to deliver world-class services and our many accreditations
validate our commitment to quality. Every service delivered to our clients is scrutinized by our

team first to ensure our standards are being delivered every time.

Executive Leadership: our firm's partners and senior executives routinely join client

meetings to check on the team, get feedback from our clients, and constantly working

with the team to deliver world-class services.
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Just some of the great clients we support

Lazarus Alliance is Proactive Cyber Security® and Financial Services supporting many of the world’s greatest organizations with cybersecurity, audit &
compliance, risk assessments & risk management , governance & policies, vulnerability & penetration testing services.
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Eliminating business risks

Lazarus Alliance is the global hot spot for retaining the services of the best and brightest subject matter experts in cyberspace law, IT security and operations, IT
risk and governance, Compliance, Policy and more. Our clients range from boutiques of up to multinational corporations from all business sectors from all

around the world.

and more ...
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A few of our primary service descriptions
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StateRAMP - 3PAO audit services, readiness assessments, and ConMon.

CMMC - C3PAO audit services, readiness assessments, and ConMon.

ISO - Certification Body audit services covering 27001, 27002, 27005, 27007, 27017,
27018, 27701, 9001, 90003 and 31010.

FedRAMP - 3PAO audit services, readiness assessments, and ConMon.

SOC - SOC 1, SOC 2, SOC 3, compliance and financial audit services. Delaware Public
Accounting firm.

PCI DSS - QSA Certification Body audit services covering Level 1, 2, 3, 4 RoC, AoC and
SAQ certifications.

NIST - 3PAO audit services, and readiness assessments for 800-53, 800-60, 800-61, 800-
63, 800-30, 800-37, 800-161 and other NIST derivatives.

HIPAA - 3PAO audit services, and readiness assessments for NIST 800-66.

ACAB DMF - ACAB DMF audit certification assessments.

IRS 1075 & 4812- 3PAO audit services.

CJIS - 3PAO audit services.

DFARS - 3PAO audit services for NIST 800-171 and NIST 800-172.

GDPR - GDPR assessment and accreditation services.

C5 - C5 assessment and accreditation services.

FDA 21 - Federal FDA 21 assessment and accreditation services.

CPRA-CCPA - California Privacy Rights Act (CPRA) audit services.

Sarbanes Oxley — SOX 302 & 404 assessment and certification services.

SEC-FINRA - SEC & FINRA assessment and accreditation services.

NFA - NFA assessment and accreditation services.

NERC CIP — NERC CIP or 693 based audit assessments.

SCA-V - 3PAO audit services, and readiness assessments.

Privacy — Privacy impact assessment (PIA) and accreditation services.

Penetration Testing — Accredited to NIST 800-115, Static Code Analysis, Dynamic Code
Analysis, Benchmark Testing, Physical Security Testing, Wireless Security Testing, Social
Engineering or Human Hacking, and Phishing Testing.




Typical Lazarus Alliance certification or attestation life-cycle

We are certified, accredited, and authorized; Lazarus Alliance is Proactive Cyber Security ®.

Stage 1 Gap: This phase is used to determine an organization’s readiness for the Stage
2 audit phase. Governance, Technology, Logistics and Human Resources undergo a gap

assessment.

Cybervisory Phase

Readiness Option: If it is determined that the organization is not yet ready for the Stage 2

audit, a gap report will be issued and remediation coordination will be optionally supported. Consolidation Phase

L. . . . . . Governance Phase
@ Stage 2: Once and organization is ready for the Stage 2 audit, a full examination will get

underway. Technical Phase

@ @ @ A full examination of the organization’s Governance, Technology, Processing LI
Facilities and Human Resource control implementations will proceed until an

attestation or certification determination is reached. Delivery Phase

'8 | Annual Monitoring: Following a successful certification or attestation audit, the annual audit

renewal cycle begins.
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Why choose us?

() LazarusAlliance

Proactive Cyber Security©

Lazarus Alliance is a proud Veteran-Owned Small Business (VOSB) SAM UEI CQDINFDH7AH4 | DUNS: 108739785 | CAGE Code: 4PHZ4 | NAICS Codes: 541519, 541211 & 541690
| GSA Multiple Award Schedule (MAS) MAS contract 47QRAA22D009A
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Lazarus Alliance has been awarded the Platinum HIRE Vets Medallion Award by the US
Secretary of Labor recognizing our continued efforts to recruit and employ veterans.

American Association for Laboratory Accreditation (A2LA) ISO/IEC 17020 accredited
certification number 3822.01.

American Accreditation Association (AAA) ISO/IEC 17021 accredited certification number
SC21202.

The National Institute of Standards and Technology (NIST) ISO/IEC 17025 candidate
laboratory.

American Association for Laboratory Accreditation (A2LA) ISO/IEC 17065 candidate
laboratory.

Department of Defense (DoD) Cybersecurity Maturity Model Certification (CMMC)
accredited CMMC Third Party Assessment Organization (C3PAO).

National Technical Information Service (NTIS) approved Accredited Conformity
Assessment Body (ACAB).

PCI Security Standards Council Qualified Security Assessor (QSA) company.

State Risk and Authorization Management Program (StateRAMP) accredited Third Party
Assessment Organization (3PAO).

Federal Risk and Authorization Management Program (FedRAMP) accredited Third Party
Assessment Organization (3PAO).

Payment Card Industry (PCI) Security Standards Council Qualified Security Assessor
(QSA) company.

National Voluntary Laboratory Accreditation Program (NVLAP) candidate Third Party
Assessment Organization (3PAO).

Lazarus Alliance has been certified by the Veteran Small Business Certification Program
(VetCert) at SBA.
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Why choose us?

@LazarusAllianceCompliance

Proactive Compliance, Audit & Advisory Services

Lazarus Alliance Compliance is a proud Veteran-Owned Small Business (VOSB) | NAICS
Codes: 519190, 541211

Member organization with the Association of International Certified Professional
Accountants AICPA.

Member organization with the Public Company Accounting Oversight Board PCAOB.
Member organization with the and Peer Reviewed through the California Society of

CPAs CalCPA.

Delaware State Board of Accountancy licensed CPA firm: CF-0010876
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